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Executive Summary
Computing platforms are changing at a rapid pace. New services are faster to deploy,
connectivity simplifies data sharing and more and more devices are being connected
to networks. There are even internet-enabled microwave ovens and coffeepots. These
changes bring new vulnerabilities and challenges to organizations.
In this survey, we looked at how organizations are dealing with vulnerabilities in
their rapidly changing environments. The responses showed that organizations are

Key Findings

doing many positive things. Most have vulnerability management programs (84%) and

• 8
 4% reported having a
vulnerability management
program.

report that they are risk-rating vulnerabilities (84%). We saw a significant increase
in organizations performing weekly or more frequent vulnerability scanning (25%)
compared with responses from past surveys.1
There are also opportunities for improvement. Some of the biggest concerns
reported are when the appropriate teams are not involved or unaware of technology
deployments. It has never been easier to bring new applications and services online
without the appropriate oversight, potentially exposing organizations to unintended
vulnerabilities and risks.
Cloud services and business partner relationships compound the challenges.
Organizations are relying on other companies to manage and remediate vulnerabilities
that impact their assets. Survey respondents were concerned with the lack of

• 2
 5% perform weekly or more
frequent vulnerability scanning.
• 8
 2% of those who patch do so
on a monthly or more frequent
basis.
• 3
 3% rely on cloud-service
providers to manage their
cloud-based vulnerabilities.
• 2
 4% verify business partner
vulnerability information
monthly or better.

transparency and vulnerability information they were receiving.
In this paper, we will look at how organizations are managing vulnerabilities and the
obstacles they face. We will offer some suggestions and possible approaches to help
manage vulnerabilities in our ever-changing environments.

Not sure where to go next? Aligning your vulnerability
management program with a security framework or standard, like
the Center for Internet Security (CIS) Controls, will help show the
gaps and areas for potential improvement. As CIS explains, “The
CIS Controls™ are a prioritized set of actions that collectively form
a defense-in-depth set of best practices that mitigate the most
common attacks against systems and networks.”2 See Figure 1.

1

“ What Are Their Vulnerabilities?: A SANS Survey on Continuous Monitoring,” October 2015,
www.sans.org/reading-room/whitepapers/analyst/vulnerabilities-survey-continuous-monitoring-36377;
“Reducing Attack Surface: SANS’ Second Survey on Continuous Monitoring Programs,” November 2016,
www.sans.org/reading-room/whitepapers/analyst/reducing-attack-surface-sans’-second-survey-continuous-monitoring-programs-37417
[Registration required for access.]

2

CIS Controls, Volume 7, https://learn.cisecurity.org/20-controls-download, p.1 [Registration required for access.]
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CIS Control 3: Continuous Vulnerability Management
SubControl

Asset
Type

Security
Function

Control
Title

Control
Description

3.1

Applications

Detect

Run Automated
Vulnerability Scanning
Tools

Utilize an up-to-date SCAP-compliant vulnerability scanning tool
to automatically scan all systems on the network on a weekly or
more frequent basis to identify all potential vulnerabilities on
the organization’s systems.

3.2

Applications

Detect

Perform Authenticated
Vulnerability Scanning

Perform authenticated vulnerability scanning with agents
running locally on each system or with remote scanners that are
configured with elevated rights on the system being tested.

3.3

Users

Protect

Protect Dedicated
Assessment Accounts

Use a dedicated account for auntenticated vulnerability scans,
which should not be used for any administrative activities and
should be tied to specific machines at specific IP addresses.

3.4

Applications

Protect

Deploy Automated
Operating Patch
Management Tools

Deploy automated software update tools in order to ensure
that the operating systems are running the most recent security
updates provided by the software vendor.

3.5

Applications

Protect

Deploy Automated
Software Patch
Management Tools

Deploy automated software update tools in order to ensure that
third-party software on all systems is running the most recent
security updates provided by the software vendor.

3.6

Applications

Respond

Compare Back-to-back
Vulnerability Scans

Regularly compare the results from back-to-back vulnerability
scans to verify that vulnerabilities have been remediated in a
timely manner.

3.7

Applications

Respond

Utilize a Risk-rating
Process

Utilize a risk-rating process tp priortize the remediation of
discovered vulnerabilities.

Figure 1. CIS Control 3

Vulnerability Management Programs
Vulnerability management programs discover vulnerabilities within organizations,
assess their risk and respond. Most, if not all, information security standards, including
PCI DSS and HIPAA, require organizations to have
vulnerability management programs. According to

Does your organization have a vulnerability management program?

the survey, most respondents’ organizations have
a formal (55%) or an informal (29%) vulnerability

1.5%
Yes, we have a formal program.

management program, as shown in Figure 2.
14.7%

29.1%

 es, we have an informal
Y
program.

54.7%

 o, we do not have a program,
N
but we plan to in the next 12
months.
 o, we do not have a program
N
and don’t plan to.

Figure 2. Vulnerability Management
Program Participation
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Survey respondents came from organizations ranging

Does your organization have a vulnerability
management program?

widely in size, with 35% from small (up to 1,000 employees),
37% from medium-size (1,001 to 10,000), 22% from large

Yes, we have a formal program.
Yes, we have an informal program.
No, we do not have a program, but we plan to in the next 12 months.
No, we do not have a program and don’t plan to.

(10,001 to 100,000) and 7% from very large (more than
100,000) organizations. Formal programs are not limited
to the largest organizations. Organizations of all sizes are

3.8%

realizing the need for vulnerability management programs.

5.3%

Fewer than 100

See Figure 3.

2.3%
0.5%
10.4%
8.4%

101–1,000

Take Action: Calculate Risk

3.8%
0.8%

What security personnel need to consider when

12.2%

calculating a risk score depends on the organization.

6.8%

1,001–5,000

4.8%

Respondents used many common factors, but
individual organizations need to determine which of

7.3%

these factors apply to them. A good place to start is

3.3%

5,001–10,000

to answer some planning questions—then classify

2.0%

those answers by criticality to the organization:

10.9%

• What are the organization’s assets?

3.0%

10,001–50,000

• Where are they located?

1.3%
0.3%
5.3%

• Who has access?
50,001–100,000

• Is the asset in a cloud service or in a traditional

1.0%

data center?

3.5%

• Does a business partner have access or copies

100,001–500,000

of the asset?

1.3%
0.3%

• Would a vulnerability have the ability to disrupt

1.3%

the organization’s operations, or would it only

More than 500,000

impact noncritical assets?

0%

0.3%
2%

4%

6%

8%

10%

12%

Figure 3. Vulnerability Management Programs by Organization Size3

It is also positive to see that most of the
respondents include a risk-rating process in

Does your organization rate the risk of vulnerabilities? Select the best answer.

their vulnerability management programs.
Rating the risks of vulnerabilities helps
determine the criticality of a vulnerability

2.1%
5.1%

33.1%

understanding the impact of a vulnerability,
remediation efforts. See Figure 4.

 es, we have an informal risk-rating
Y
process with a multilevel rating scale.

9.3%

and its impact on the organization. By
an organization will be able to prioritize

 es, we have a formal risk-rating
Y
process with a multilevel rating scale.

 o, we treat all vulnerabilities the
N
same.

31.7%
18.7%

3

 esponse options not shown in the bar chart were not
R
selected by respondents.
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 es, we rely on outside sources, such
Y
as threat and vulnerability intelligence
feeds or vendor risk-ranking of issues.

 o, we are currently investigating ways
N
to implement risk rating.
Unknown

Figure 4. Risk-Rating Processes
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It is difficult to determine the risk
of a vulnerability if an organization

What factors do you use in assessing and assigning risk to each vulnerability?
Select all that apply.

does not understand the impact
of that vulnerability on its assets.

CVSS severity

Respondents rated key factors to

Importance of asset to the business

help assess and assign risk, as
illustrated in Figure 5.

81.2%
66.2%

Recommendation from the vulnerability
management tool

64.0%

Scoring from threat and vulnerability intelligence feeds

Respondents indicated that the

53.6%

Product vendor risk rating

availability of exploits and patches

Other

was another factor that helps

43.2%
4.6%

0%

assess and assign risk. The ease

20%

40%

60%

80%

Figure 5. Risk Assessment and
Assignment Factors

with which a vulnerability could be exploited and how quickly an organization could
remediate it should be included in the risk assessment. These factors also change over
time: Vendors release patches, and exploits are made available and achieve higher
success rates. Risk ratings will also change over time, and their evaluation should be a
continual process.

Vulnerability Scanning Practices
The number of vulnerabilities is always increasing. As new applications are installed
and services enabled, vulnerabilities must be tracked and remediated. Vendors are
continually releasing patches that require prioritization, verification and deployment.
There are also all kinds of devices finding their way onto organizations’ networks.
What type of device is it? What
is the operating system? What
vulnerabilities have been added

Does your organization perform vulnerability scanning?

core component to discovering

Yes, we perform automated scanning on a continuous
basis.
Yes, we perform automated, scheduled and ad hoc
scanning.

vulnerabilities, and most of the

Yes, we perform automated, scheduled scanning.

with this device? Scanning is a

respondents agreed. Only 7% do
not perform any vulnerability
scanning within their organizations,

28.3%
39.6%
13.5%

Yes, we perform ad hoc scanning as needed.

9.2%

No, we do not perform vulnerability scanning.

with 81% performing some level of
automated scanning, as shown in

Unknown

7.0%
2.4%

0%

Figure 6.
But how often should vulnerability scanning be performed? CIS Control 3.1 recommends

10%

20%

30%

40%

50%

Figure 6. Vulnerability Scanning
Participation

automatically scanning all systems on a weekly or more frequent basis. Out of the 80%
performing automated scanning, 50% did so on a weekly or more frequent basis. This is
a substantial increase when compared with the results reported in our 2015 (38%) and
2016 (37%) Continuous Monitoring Program surveys.4
4

“What Are Their Vulnerabilities?: A SANS Survey on Continuous Monitoring,” October 2015,
www.sans.org/reading-room/whitepapers/analyst/vulnerabilities-survey-continuous-monitoring-36377;
“Reducing Attack Surface: SANS’ Second Survey on Continuous Monitoring Programs,” November 2016,
www.sans.org/reading-room/whitepapers/analyst/reducing-attack-surface-sans’-second-survey-continuous-monitoring-programs-37417
[Registration required for access.]
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As defined in our 2015 survey, continuous vulnerability scanning is “a process wherein each
new scan is initiated within 24 hours of the conclusion of the previous scan.”5 Based on
that definition, this year’s results show that the number of respondents (28%) who perform
automated scanning on a continuous basis has more than doubled from our 2015
(13%) and 2016 (11%) surveys. Why would an organization perform continuous
Take Action: Learn to Script
scanning? Continuous vulnerability scanning reduces the time between scans,
Vulnerability Signatures
giving an organization a more accurate picture of its environment and improved
Do you have applications developed
opportunities to detect new devices on the network or new listening services
in-house, industry-specific equipment
on servers—devices or services that could otherwise go undetected for weeks or
or custom software? Has a new
months, depending on the scanning cycle.
vulnerability been released that your
scanner does not yet have a signature
for? Most vulnerability scanners have
a scripting language or interface to
write custom vulnerability detectors.
Learning to write custom scripts will
allow you to extend vulnerability
scanning to platforms that may not
normally be covered.

Continuous scanning should complement the end goal of remediating or mitigating
the vulnerability. Before moving to continuous scanning or a more frequent
scanning cycle, consider how the scan results are going to be reported and acted
upon. Continually reporting the same vulnerabilities can overwhelm the teams
responsible for correcting vulnerabilities. This can be compounded with automated
integration into trouble-ticketing systems by significantly increasing the number
of tickets generated. The value of integration decreases when meaningless and
potentially overwhelming amounts of data are generated.
Whatever the scanning schedule, it is
important to keep the scanner up to
date with accurate and new vulnerability
information. The vast majority of the
respondents (80%) paid for subscription
services from their tool vendor. They also
reported using free, public-use updates
(21%); relying on a subscription service
from a third party (20%); or writing their
own scanning signatures (12%). It is
important to make sure that the tool your
organization uses covers the systems and
applications in the organization.
But what are we scanning? From the
responses, organizations are more
likely to scan traditional IT systems and
applications. This is possibly the result
of years of scanning and remediating
vulnerabilities in traditional systems.
This may also be the result of more
knowledge about these traditional
systems. If organizations are not aware
of new technologies being installed in
their environments, how will they know
to monitor them for vulnerabilities?
See Figure 7.
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Which of the following is your vulnerability scanner configured to scan?
Select all that apply.
OSes
(e.g., Microsoft, Linux, Unix, macOS)
Server-side applications
(e.g., Oracle, IBM, Apache, Microsoft)
Network equipment
(e.g., routers, switches)
Network security systems
(e.g., firewalls, IDS/IPS)
Web applications
(Top 10 OWASP vulnerabilities)
Client-side business applications
(e.g., Office packages, browsers, CRM, HR)
Client-side “other”
(e.g., media players, social media apps)
Cloud services
(e.g., IaaS, PaaS, SaaS)
Mobile endpoints
(e.g., smartphones or notebooks)

23.8%

Unauthorized asset detection

22.9%

91.2%
80.2%
75.6%
62.8%
54.9%
52.4%
32.9%
29.0%

Containerized applications

21.7%

Physical security systems
(e.g., cameras, badge readers)
IoT devices
(e.g., wallboards, TVs)
Building control systems
(e.g., HVAC, UPS, generator)
Industrial control systems (e.g.,
manufacturing, energy production, other)
Business partner environments
Other
0%

21.7%
17.4%
15.6%
11.3%
6.4%
1.2%
20%

40%

60%

80%

Figure 7. Vulnerability Scanning Configurations

“ What Are Their Vulnerabilities?: A SANS Survey on Continuous Monitoring,” October 2015,
www.sans.org/reading-room/whitepapers/analyst/vulnerabilities-survey-continuous-monitoring-36377, p. 4 [Registration required for access.]
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One approach to ensure that

Does your vulnerability scanner perform authenticated scans?

all installed technologies
are scanned is to integrate

Yes, we perform authenticated scans on all devices.

30.3%

Yes, we perform authenticated scans on client and server
systems.

the vulnerability scanning
with the organization

34.9%

Yes, we perform authenticated scans on servers only.

asset management system.

Yes, we perform authenticated scans on clients only.

Twenty-nine percent of

14.2%
3.0%

No, we do not perform authenticated scans.

the respondents included
integration with their asset
management system as part

No, but we utilize host-based agents that effectively provide
the same level of coverage.
0%

15.2%
2.4%
10%

20%

30%

40%

Figure 8. Authenticated
Scanning Levels

of their scanning strategy. In addition to scanning active
devices, integration with an asset management system
will assist in managing decommissioned systems. This
will help reduce time spent tracking down systems that
missed regular scanning intervals.

Who in your organization is responsible for vulnerability management?
Select the best answer.

3.7% 1.6%
1.9%

CIS Control 3.2 recommends performing authenticated
vulnerability scans, which provide more detailed and

Information security
department

accurate vulnerability information. Such scans help
with remediation efforts and reduce false positives.
The majority of the survey respondents are performing

P
 artnership between
information security and
information technology
departments

20.1%

some level of authenticated scanning, with 30%

48.1%

covering all devices. See Figure 8.
When performing authenticated scans, it is critical to

Information technology
department
Audit/Risk department

24.6%

use a dedicated account that is used only for scanning.

C
 ompliance department

The dedicated account should have the minimum

O
 ther

authorization needed to perform the intended level
of scanning. It should also be highly monitored for
any other use within the organization. CIS Control
3.3 recommends using “a dedicated account for
authenticated vulnerability scans, which should not be
used for any other administrative activities and should
be tied to specific machines at specific IP addresses.”6
Ten percent of the respondents used individual or
shared accounts to perform authenticated scans.
Organizations using individual or shared accounts
should consider moving to a dedicated account that is
used only for vulnerability scanning.
Vulnerability management resided mostly within
information security departments, while the majority of
the respondents held IT responsible for mitigating and/

Who is responsible for mitigating/patching vulnerabilities?
Select all that apply.
100%

80%

81.5%

60%

37.6%

40%

23.7%

20%

10.0%
0%

or remediating the vulnerabilities. See Figure 9.

Information
technology

Information
security

Business units

2.3%

Contractors

Other

Figure 9. Who’s Responsible

6

CIS Controls Measures and Metrics for Version 7, www.cisecurity.org/wp-content/uploads/2018/03/CIS-Controls-Measures-and-Metrics-V7.pdf
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The separation of responsibilities is important, but cross-team

If your organization performs regular patching,
how often are patches applied?

communication is critical. Effective communication and efficient
sharing of vulnerability information is key to remediating

60%

vulnerabilities. Organizations share the information in various

57.5%

50%

ways: 63% of the respondents used a ticketing system to share
vulnerability scanner results, with 42% manually creating tickets.

40%

Integration with ticketing systems can help reduce the manual

30%

overhead of ticket creation but should be balanced with the goal

24.9%

20%

of effective communications. If automated ticket creation does not

10%

include key information—such as risk ratings or prioritization—
organizations may not handle their remediation efforts with the

7.7%

0%

Weekly

correct level of urgency. Also, as with continuous scanning, there

is a risk of overwhelming the remediation teams and losing the efficiency that the

Monthly

Quarterly

10.0%

Other

Figure 10. Patch Cycle Frequency

integration was trying to achieve.

Take Action:
Explore Automation

Patching Practices

If your organization is manually
patching, it is time to investigate
moving to an automated solution.
Unsure where to start? How about
looking at the capabilities of your
existing patching tools? Your
existing tools may already have
automation features to help get
you started. Once you understand
the features of your existing tools,
pick an application or operating
system that aligns with those
options and start testing.

Patching is a major component of remediating vulnerabilities. More than 90% of the
survey respondents have a regular patch cycle, with the majority (82%) patching at
least monthly, as shown in Figure 10.
CIS Controls 3.4 and 3.5 recommend automated software update tools to ensure that
software and operating systems are running the most recent versions. Fewer than
half of the respondents (49%) reported using automated patching tools.
Organizations are most mature when it comes to patching operating systems and
more traditional IT types of systems. Using a Liebert scale—a subjective ranking—
Table 1 reflects respondents’ perceptions of their organization’s maturity when it
comes to patching.
Table 1. Patching Maturity
Very Mature

Mature

23.5%

51.2%

Client-side business applications (e.g., Office packages, browsers, CRM, HR)

22.7%

50.4%

73.1%

22.3%

Network equipment (e.g., routers, switches)

20.0%

50.4%

70.4%

26.5%

Network security systems (e.g., firewalls, IDS/IPS)

30.0%

49.2%

79.2%

18.8%

OSes (e.g., Microsoft, Linux, Unix, macOS)

45.0%

46.9%

91.9%

7.3%

Client-side “other” (e.g., media players, social media apps)

16.2%

32.3%

48.5%

38.8%

Mobile endpoints (e.g., smart phones or notebooks)

8.1%

30.0%

38.1%

40.8%

Cloud services (e.g., IaaS, PaaS, SaaS)

6.9%

23.5%

30.4%

39.6%

Physical security systems (e.g., cameras, badge readers)

6.9%

22.3%

29.2%

50.8%

Business partner environments

3.1%

15.8%

18.9%

47.7%

Building control systems (e.g., HVAC, UPS, generator)

5.0%

14.2%

19.2%

41.9%

ICS systems and devices

4.2%

14.2%

18.4%

31.2%

IoT devices (e.g., wallboards, TVs)

3.8%

12.7%

16.5%

52.3%

Server-side applications (e.g., Oracle, IBM, Apache, Microsoft)

SANS Vulnerability Management Survey

Total Mature Not Mature

74.6%

23.8%
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Technologies that are newer to organizations do not have the same level of maturity.
These systems expose organizations to vulnerabilities that may not be supported by
traditional patching technologies. Many IoT devices were not designed with vulnerability
and patch management in mind, but these devices are still finding their way onto
organizations’ networks. There are also cases where the impact of patching may be
greater than the risk of having unpatched systems. Alternatives to patching, such as
segmentation or firewalls, may be better for an organization. It is important to take a
risk-based approach when evaluating the impact of vulnerabilities to an organization.

Cloud-Based Vulnerability Management
Cloud-based services are creating their own challenges for organizations. A third of
respondents’ organizations (33%) are relying on cloud service providers to manage
vulnerabilities and protect their assets. See Figure 11.
The lack of transparency and information
about cloud service vulnerabilities was one

How does your organization manage vulnerabilities for cloud services
(PaaS, SaaS, IaaS, etc.)?

of the most reported concerns. Organizations

4.6%

need to have the ability to verify vulnerabilities
impacting their assets. Many of the cloud
service providers, such as Microsoft, Amazon

 ur cloud service provider is
O
responsible for vulnerability
management.

10.4%

32.5%

and Google, allow customers to scan their
instances without any special permissions.7
Organizations should include their cloud

23.5%

services in the scope of their vulnerability
scanning process.

 e scan and remediate cloud
W
vulnerabilities utilizing the same
process for non-cloud services.
We do not use cloud services.

29.0%

 e remediate cloud vulnerabilities as
W
updates are made available, but we do
not scan our cloud services.
Other

Knowledge and training about an
organization’s cloud services also emerged
as a challenge for survey respondents. Training would help with understanding how
vulnerabilities impact the cloud service, as well as provide guidance on how to protect

Figure 11. Cloud Service
Vulnerability Management

the organization’s cloud-based assets.
The following issues are representative of what respondents reported as challenges to
working with cloud services:
• Lack of transparency into the remediation status of vulnerabilities
• Not knowing the frequency of third-party patching
• Not having real-time visibility into vulnerabilities and associated remediation status
• Inability to know when staff create production environments using credit cards
• Lack of status updates and validation of remediation
• U
 ncertainty that vendors are following through, because our organization lacks the
ability to validate

7

“Penetration Rules of Engagement,” www.microsoft.com/en-us/msrc/pentest-rules-of-engagement; “Vulnerability and Penetration Testing,”
https://aws.amazon.com/security/penetration-testing, https://cloud.google.com/security/overview
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Another reported challenge with cloud services is the lack of awareness that the service

Take Action:
Teamwork Needed

is being used by the organization. One of the benefits of cloud services is the relative
ease and speed with which a new service can be set up. This could be an entirely new
cloud service provider or new environments and services within an existing cloud

Technology teams need to
partner with the teams requesting
cloud services. It is important to
recognize the need for agility while
trying to balance the time required
to evaluate the cloud service
offering. Organizational policies
and procedures will help control
these types of exposures. It is also
helpful to align with accounting
and finance departments, because
they can find and control rogue IT
expenses.

service. Undocumented or “shadow IT” services add numerous vulnerabilities to an
organization. Is the new service set up correctly? What type of data is it hosting? Who
has access and is managing the service? Organizational teams need to work together
when addressing these concerns.

Business Partner Vulnerability Management
Business partners also bring challenges to vulnerability management programs. As
with cloud services, transparency and the lack of vulnerability information are major
concerns when dealing with business partners. There is some success, with 24% of the
respondents checking business partners’ vulnerability information monthly or more
often. Unfortunately, many organizations are only checking business partners annually,
once or, in some cases, never. See Figure 12.
With rapidly changing environments, an annual

How often does your organization verify a business partner’s
vulnerability information?

check of business partners’ vulnerability information
isn’t frequent enough. Business partners have been

30%

28.3%

responsible for several, major public breaches, such
as the Target data breach.8 Data loss can also be
the result of a partner losing control of the data it

14.6%

was provided, as with the University of Louisville Get
Healthy Now program, run by Health Fitness,9 and the

21.0%

20%

10%

breach of human resources company ComplyRight,
which potentially affected its business partners.10
In addition, Sears, Delta Air Lines and Best Buy

12.5%

10.0%

9.7%

Weekly

Monthly

4.0%

0%

Once

Daily

Quarterly

customers were impacted when business partner
[24]7.ai’s customer support software was compromised.11 Organizations are responsible

Annually

Other

Figure 12. Business Partner
Vulnerability Assessment

for their data, whether they have direct control or share control with a business partner.
It can be challenging dealing with business partners, but including business partners in
an organization’s vulnerability management program and utilizing a risk-rating process
can help. Does a partner need access to all the organization’s assets, or can its access
be limited to a less critical, more appropriate subset? Are there other potential partners
that align better with the organization’s risk tolerance? In some cases, an organization
may not have an option with partnerships. Negotiating vulnerability information sharing
as part of the business relationship should be part of the agreement, because it is the
responsibility of an organization to protect its assets.

8

“Target Hackers Broke in Via HVAC Company,” https://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company

9

“UofL Faculty and Staff Facing Data Breach,” www.louisvillecardinal.com/2018/09/brief-uofl-faculty-and-staff-facing-data-breach

10

“ComplyRight Data Security Incident Notice,” www.complyright.com/data-security-notice

11

“ Bot-ched security: Chat system hacked to slurp hundreds of thousands of Delta Air Lines, Sears customers’ bank cards,”
www.theregister.co.uk/2018/04/05/sears_delta_customer_payment_cards_hacked
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Conclusion
Technology is continually evolving. New solutions are allowing organizations to be more
agile and to better solve customer needs. While taking advantage of the benefits of
technology, organizations need to remember that newer technologies also bring new
challenges and vulnerabilities. Vulnerability management programs must continue to
evolve to match these rapidly changing environments. Adopting a risk-based approach
to vulnerability management will help teams prioritize their efforts and align the
program with organizational goals.
A critical part of the risk-rating process is that organizations must understand where
their assets are located and who has access. Whether those assets are in a traditional IT
data center, in a cloud service, or shared with a business partner, the organization is still
responsible for them. Organizations must monitor and understand the vulnerabilities
impacting their assets.
Utilizing techniques such as continuous scanning, will help organizations monitor their
systems. They will be able to find new devices, services and vulnerabilities much faster—
but finding and reporting vulnerabilities is only part of the process. Organizations must
respond to and remediate those vulnerabilities. Automation and tool integration are
effective solutions to help organizations respond quicker. Automating software updates
and integrating vulnerability scanners with ticketing systems will reduce manual touch
points, increasing overall efficiency.
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