
SOLUTION BRIEF

PROTECT CRITICAL 
APPLICATIONS AGAINST 

COMPROMISED DEVICES

• Make sure connections to sensitive data are always secure, 
even if user devices are compromised

• Gain strong safeguards against a range of threats, including 
keylogging, screen capture, memory tampering, and man-in-
the-middle attacks

• Protect your IP while maximizing end user convenience, access 
and productivity 

The never-ending battle against malware 
Within today’s businesses, application and security teams 
continue to be mired in a never-ending battle, struggling to 
detect and remove malware—before it jeopardizes intellectual 
property, customer records, and other sensitive data. 

While layer upon layer of security defenses have been 
deployed, the reality is that attackers continue to succeed. 
Users, devices, and networks continue to be vulnerable 
to cyber attacks, and all the security defenses deployed 
to date haven’t changed that. Further, the continued rise 
of remote workforce and cloud computing models means 
IT, development, and operations teams will have even 
less control over services and user devices that connect to 
sensitive assets.

IP remains vulnerable to theft and loss. To address this 
problem, many organizations have started to segment their 
networks, isolating the critical applications, services, and 
systems that house sensitive data. However, this approach 
only addresses the security of the isolated server or system, 
rather than the devices that are used to access those assets. 
As a result, many decision makers are compelled to purchase 
and deploy dedicated end user devices that can only access 
segmented assets, which imposes high costs to the business 
and significant complexity for end users.

Decision makers need an innovative new approach, one that 
offers an effective, pragmatic way to secure application data, 
without forcing the business to incur a lot of expenses or 
impede users from doing their jobs. 

Today’s businesses need solutions that address the 
following objectives: 

• Ensure that only authorized users are accessing 
sensitive applications

• Establish detailed audit trails that document user access 
to sensitive data

• Restrict users’ ability to prevent copying, 
downloading, and printing

• Prevent unauthorized access to a specific device’s 
memory, disk, and CPU

• Gain strong safeguards against a range of threats, 
including keylogging, screen capture, memory tampering, 
and man-in-the-middle attacks

• Encrypt network communications between clients 
and secured servers
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Address critical security 
threats—with unrivaled 
efficiency and ease.

Bromium Protected App makes it 
practical for application teams to 
secure the applications that host 
sensitive data, without relying on IT. 
Compliance and security teams can 
ensure policies are enforced, without 
implementing a separate, dedicated 
PC for each authorized user. 

Establish protections against a 
broad range of threats. 

Bromium Protected App protects 
organizations’ IP and data from such 
threats as keylogging, screen capture, 
memory tampering, and man-in-the-
middle attacks. This solution also 
equips teams with detailed visibility 
and control, offering an audit trail of all 
connections to sensitive applications. 

Maximize productivity with a 
seamless user experience.

With Bromium Protected App, 
organizations can foster productivity 
and innovation by providing a seamless 
experience for end users, and enabling 
them to get the access they need from 
their existing devices. The solution 
doesn’t disrupt users; they can use 
the same devices and interact with 
applications like they always have—
without having to learn new interfaces 
or establish new workflows.

Bromium Protected App: The pragmatic way to defend 
data from malware
With Bromium Protected App, organizations can establish robust, end-to-end 
protections around their sensitive data, including IP, high-value assets, and more. 
With this solution, organizations can augment their partitioned networks, achieve 
complete isolation of sensitive applications, and secure network connections 
between clients and servers. With Bromium Protected App, customers can effectively 
guard against external attacks and insider threats that target sensitive data. 

Establish strong safeguards around sensitive applications
Bromium Protected App uses hardware-enforced virtualization-based security 
isolating client applications running on Microsoft Windows. The solution is deployed 
on the user’s PC, beneath the operating system (OS) layer, where it creates a 
protected virtual machine (VM) that is completely isolated from the Windows OS. 
Through this innovative approach, the solution secures a number of key assets, 
including memory and CPU state, disk structures, keyboard input, display outputs, 
and network traffic. 

Even if a user’s endpoint is compromised, it won’t pose any risk to the partitioned 
application and the sensitive data is contains. The user can only access the 
application through the protected VM, which remains isolated from the Windows 
OS—and any malware that may infect it.

“Protected App can be used by 
organizations to enable trusted 
client access for employees and 

third-party partners to your 
intellectual property from their 
‘dirty’ networks and endpoints, 
without ever having to worry 
about their security posture.”

Robert Bigman, Former CISO of the CIA


