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PROTECT AGAINST MALICIOUS 
DOCUMENT AND FILE DOWNLOADS 

88% of  
organizations restrict 
website access due 

to website and 
application security 

concerns
Vanson Bourne2

•	 Safely	download	and	open	documents	and	executable	files	
from any website, including unknown and uncategorized sites

•	Defend	against	malicious	downloads	with	verified	native	
application performance and usability 

• Eliminate restrictive IT security policies that limit user access to 
downloaded	files	and	inhibit	workflows

Malicious downloads continue to slip past 
enterprise defenses 
Most knowledge workers are on the Internet all day long, 
mixing business and personal use, downloading files, and 
clicking on document links. Despite promising advancements 
in malware detection and improved user training for 
identifying and avoiding bad files, malicious downloads 
continue to slip past enterprise defenses. 

To do their jobs, users need to be able to download files from 
external sources, including the Internet and FTP sites. Users 
tend to click on shared document links quickly, averaging less 
than 4 minutes from the time it hits their inbox1. Malicious 
downloads enter the organization in many ways, including:

• Web browsing

• Clicking shared links 

• Installing programs

• Initiating FTP file transfers

Malicious downloads are particularly effective because bad 
websites are so prevalent, short-lived, and contain content 
that changes frequently to avoid accurate categorization, with 
unique and polymorphic malware that evades all methods of 
detection.

Application isolation protects organizations from 
downloaded threats

The defensive perimeter has effectively shrunk down to 
the application level, where a last line of defense is needed 
to ensure safety when downloading documents and files. 
Bromium uses virtualization-based security to protect 
organizations from downloaded files or executables that 
contain threats by opening every download in a protected 
micro-VM. 
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Hardware-enforced native application isolation
Bromium protects organizations from malicious downloads with Bromium Secure 
Files. Native applications run on the host machine transparently inside micro-virtual 
machines, offering fast and familiar performance, usability, and support for rich 
content formats.

Using hardware-enforced isolation, each downloaded document or executable file 
runs in its own secure container. Threats downloaded from the web, or delivered 
via shared phishing links to malicious file content, are completely isolated from the 
host—and from all other applications to prevent cross-contamination. If present, 
a threat physically has no place to go. When the application is closed, the threat 
is terminated along with the micro-VM. The full malware kill-chain is sent to the 
Bromium Controller and shared with all other Bromium devices on the network, 
further hardening the infrastructure and reducing the overall attack surface. 

Automatic protection for all web downloads
Application isolation works automatically and instantaneously for all document and 
executable downloads, regardless of their source (HTTP/HTTPS, FTP, etc.). Isolation 
inside of protected micro-VMs results in a familiar user experience and enables the 
original file to be safely downloaded and accessed, on any network or even when 
disconnected. Bromium isolation also extends to malicious file download links 
embedded in otherwise benign documents that are designed to bypass malware 
detection techniques. 

Shared intelligence
Bromium isolation allows threats found in downloaded documents and executables 
to run to conclusion with no impact on user computers. Threat intelligence gained 
while the malware is executing is collected and disseminated throughout the 
organization as part of Bromium’s Sensor Network. Breachless attack information 
is shared across all Bromium devices in your network—including detailed indicators 
of compromise (IOCs) and indicators of attack (IOAs)—instantly improving endpoint 
protection, reducing the overall attack surface, and enhancing situational awareness.

Breachless response
Bromium-isolated devices prevent infection and self-remediate every time an 
isolated application or document is closed. Each application runs in its own secure 
container, and closing the application terminates the threat. There is no need to 
remediate or clean computers when threats are discovered. Users can confidently 
download files from unknown websites and FTP servers and do their jobs.

The median time for the first 
user of a phishing campaign 
to open the malicious email 
is 1 minute, 40 seconds. The 

median time to the first click on 
the attachment was 3 minutes, 

45 seconds.

Verizon DBIR 20163
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How Bromium application isolation compares to other 
protection methods
Malicious downloads are traditionally addressed by three defensive approaches. 
Each method has varying effectiveness and drawbacks at enterprise scale. 

Site Categorization – restricts site access or downloads by classifying websites using 
techniques such as whitelists, blacklists, site reputation, and site risk ratings. Web 
proxy servers frequently use site categorization rules to block downloads. 

Site categorization is not a reliable defense strategy for preventing malicious 
downloads in an organization with a disparate workforce, and cannot keep up with 
fast-flux techniques that enable botnets to rapidly change the DNS for malware 
delivery sites. The rapid proliferation of millions of new URLs each week makes it 
impossible for site categorization to keep up.

Detection – uses signatures, heuristics, artificial intelligence, or machine learning 
to find threats. Though useful against many traditional threats, detection can’t stop 
what it doesn’t see, so it misses sophisticated attacks. 

Detection for file downloads can fail at multiple points along the kill-chain as attack 
techniques grow more sophisticated and the defensive perimeter continues to 
shrink:

• Pre-delivery: cloud anti-virus and static analysis

• At the perimeter: secure email gateways and spam filters

• In the network: suspicious file sandboxing

• On the endpoint: host-based anti-malware

Remote browsing – employs one of three approaches to protect against malicious 
downloads, often pairing with web proxy servers to enforce different paths for 
different site categories:

• Prevent downloads entirely, which restricts employee productivity

• Convert file content into sterile formats (PDF), impacting usability and impeding 
collaboration

• Send files through a detection stack, delaying delivery and exposing the 
organization to malware that can sneak past detection

74% of SOC teams ignore 
more than half of the security 

alerts due to the overwhelming 
volume of alerts

ESG4
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Bromium, Inc.
20883 Stevens Creek Blvd.
Suite 100
Cupertino, CA 95014
+1 408 213 5668

Bromium UK Ltd.
2nd Floor, Lockton House
Clarendon Road
Cambridge CB2 8FH
+44 1223 314914

For more information
visit Bromium.com or write to 
info@bromium.com.

About Bromium
Bromium is the leader in application isolation. We pioneered virtualization-based security to protect your brand, data and 
people using our patented hardware-enforced containerization with application control, and a distributed Sensor Network to 
protect across all major threat vectors and attack types. Unlike detection-based techniques, Bromium automatically isolates 
threats and adapts to new attacks using behavioral analysis, and instantly shares threat intelligence to eliminate the impact. Our 
technological innovations have earned the company numerous industry awards. Bromium counts a rapidly growing set of Fortune 
500 companies and government agencies as customers.
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Zero-breach is within reach with Bromium’s application 
isolation 
Bromium’s secure native application isolation delivers clear benefits over 
categorization- and detection-based solutions and remote browsing proxies as the 
last line of defense, allowing organizations to:

• Save time and resources by empowering employees to safely download and 
open documents and executable files without additional verification steps

• Defend against malicious downloads with verified native application 
performance and usability

• Stop unknown threats from malicious downloads that bypass existing layered 
defenses
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