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Executive Summary

Worldwide enterprise security spending is expected to reach $96.3 
billion in 2018, an increase of 8 percent from 20171. Organizations 
are spending more on security than ever before, but the number and 
severity of cyber attacks is on the rise, resulting in hundreds of millions 
of dollars in losses for businesses worldwide.

Despite advancements in cybersecurity, malware is still getting through existing 
defenses. Often malware exploits legitimate business applications through a single 
compromised endpoint to gain a foothold on an entire organization before spreading 
laterally, resulting in catastrophic data breaches, damage, and destruction. The 
constantly shifting cybersecurity landscape and the growing sophistication of 
attackers are making it exceedingly difficult to build prevention systems that can 
detect the newest exploits. This is especially evident when zero-day attacks such 
as WannaCry2 first break out, rapidly infecting organizations through a previously 
undetected flaw in computer operating systems. Even when a fix becomes available, 
the ransomware continues to spread at an incredible speed through companies who 
have not yet patched their devices.

Fundamentally, anti-virus (AV) solutions alone don’t work well on an enterprise 
scale. Even with the most advanced technology available to today’s cyber defenders, 
AV protection will never reach 100 percent effectiveness. It’s the 1 percent of threats 
that are slipping through layered defense systems and even the most advanced AV 
solutions that is costing organizations a staggering $3.62 million per breach.3

The good news is that you can close that 1 percent gap and keep your network 
secure against even the most unpredictable and cunning attacks. This white paper 
explains why, in the age of zero-day and polymorphic malware, AV can no longer 
guarantee your company’s security, and introduces the concepts of application 
isolation and virtualization-based security as the most practical and cost-effective 
last line of defense for today’s enterprises.

Anti-Virus Solutions Can Never Reach 100% Effectiveness 
For years, AV vendors have competed for the best detection rates, but despite 
the introduction of the next-gen anti-virus (NGAV) solutions that use machine 
learning (ML), the goal of achieving 100 percent rate of detection remains out of 
reach. The fundamental issue is that detection requires a patient zero—an initial 
victim, an endpoint that’s being used by malware to try and penetrate the rest of 
the organization. Before a solution can be found, a security team needs to identify 
the threat, the ingress point, and try to understand exactly what actions are being 

When 99% is 
just not good enough

Even with the next-generation 
tools, anti-virus protection will 

never reach 100% effectiveness. 
The 1% of threats that are 

slipping through layered defense 
systems cost organizations 
$3.62 million per breach. 

Ponemon Institute3
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performed by the malicious code. In today’s world of zero-day and polymorphic 
malware, this course of action is not effective, and even prompt action leaves 
organizations vulnerable.

Leading AV Vendor Effectiveness in Protecting Against Malware Infections
AV-TEST GmbH – an independent service provider in IT security and anti-virus research – conducts 
monthly tests to evaluate the effectiveness of the leading AV vendor solutions against zero-day malware 
attacks. This chart shows the results on the Business Windows Client for the month of October, years 2011 
through 2017. Complete results and individual vendor scores can be found at:  
https://www.av-test.org/en/press/test-results/

Verizon’s 2016 Data Breach Investigation Report found that 99 percent of malware 
hashes are seen for only 58 seconds or less.4 What’s more, most malware is only seen 
once—so even with the aid of ML, AV software simply can’t detect the malicious code 
before it has morphed into something completely different. Detection-based security 
will always be a step behind the attackers.

Even the newest ML models are ineffective against zero-day, unknown, and 
polymorphic malware, and fare especially poorly against sophisticated nation-state 
threats. By manipulating the machine training data, cybercriminals can trick ML 
into classifying malicious samples as legitimate; or disguise malware through bit 
shifting, repacking, or compressing, to force ML to falsely classify it as safe. These are 
the fundamental facts that organizations must consider when selecting their cyber-
security strategy:

• There will always be software vulnerabilities that cyber criminals can exploit

• Organizations and their data will continue to be targeted with 
malicious code and threats

• It’s not feasible to fully anticipate an attacker’s next move.

Signature-based AV is effective at catching what has previously been seen, but not as 
effective against today’s polymorphic malware. It’s estimated that 97% of malware is 
unique to a specific endpoint.5

The difficult job of defending 
against polymorphic malware

Up to 99% of malware has 
polymorphic capabilities and 

97% of malicious files are 
completely unique to each 
endpoint. AV alone is not 

enough to provide security for 
organizations’ infrastructure and 

proprietary enterprise assets.

2016 Verizon Data Breach 
Investigations Report
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Is Anti-Virus Needed for Compliance?
Organizations who drop AV, like Netflix famously did back in 2015, garner headlines. 
But many industries are still required to use AV to meet specific compliance 
requirements, in particular, policies governing payment card protection (PCI DSS). 
Many of today’s organizations continue to pay licensing fees for AV software because 
they view it as a necessary “checkbox” item that is a part of their layered defense 
strategy, and to avoid penalties for non-compliance.

It is no surprise that compliance with PCI DSS does not mean that your organization 
is protected. When the retailer Target7 and other entities such as Heartland Payment 
Systems8 were breached, they were PCI-compliant.

While AV is still required to meet compliance regulations, it doesn’t have to be a 
cost center. Numerous free AV solutions are available today, enabling you to meet 
compliance regulations without spending considerable resources on recurring 
software licensing fees.

Application Isolation Closes the 1% Gap
Cyber attacks are on the rise. The volume of successful breaches per company has 
grown more than 27%9 from an average of 102 in 2016 to 130 in 2017. Ransomware 
attacks alone have doubled in frequency, from 13 to 27 percent10, with widely 
publicized malware like WannaCry and Petya affecting thousands of targets and 
disrupting organizations around the world. Trying to keep up with this onslaught 
armed only with AV solutions is not a sustainable strategy. A shift is needed if we are 
to succeed at stopping new threats.

Instead of trying to identify if code is malicious before it runs, why not let it actually 
run to confirm its real intention? Unlike traditional security technologies that try 
to stop malicious code from running using various pre-execution techniques, the 
application isolation approach allows malicious code to run while fully tracing the 
kill chain to generate a complete malware manifest. In the meantime, the malware 
is completely precluded from infecting the operating system or accessing the 
internal network.

Virtualization-based security works by opening each application and task (such as a 
document or browser tab) inside a unique hardware-enforced micro-virtual machine 
(micro-VM). Isolated malware cannot access high-value information, credentials, 
or the enterprise network. Bromium’s virtualization-based security solution 
completely removes the need for remediation—upon conclusion of each user task, 
endpoints self-remediate by automatically discarding each micro-VM, eliminating 
malware persistence.

 

“Anti-virus has been the first line 
of defense for many firms over 
the last quarter of a century. 
Generally speaking, AV relies 
on malware signatures and 

behavioral analysis to uncover 
threats to people’s PCs and 

smartphones. But in the last 10 
years, research has indicated 

AV is rarely successful in 
detecting smart malware.”

Forbes/Security6

Fundamentally, stopping 
malware by using 

detection is flawed. 

It will always be a matter of 
catch-up, as the writers of 

malicious code tend to always 
be one step ahead. Rather 
than playing catch up with 

attackers, application isolation 
neutralizes threats before 

they inflict damage.
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Application isolation doesn’t rely on signatures to detect malicious activity. Each 
protected endpoint learns about the attack through introspection of what is going on 
inside the micro-VM. Once the browser tab or file is closed, the malware is disposed 
of along with the micro-VM. All information about the threat is collected and shared 
in real time with other endpoints to protect the entire organization. Bromium’s 
virtualization-based security approach supplies breachless threat intelligence feeds 
concerning isolated malware attacks in a variety of standardized formats to help 
harden the additional layered defenses that missed the threat initially.

Virtualization-based security and application isolation dramatically decrease attack 
surfaces and protect users whether they are online or offline. Most importantly, they 
help turn your largest liability—your endpoints and servers—into your best defense.

What’s a micro-VM?

Virtualization-based security 
uses hardware-isolated micro-

VMs for each task a user 
performs using information 
and files originating from 

unknown sources. Micro-VMs 
provide a secure environment 
where user tasks are isolated 
from one another, the host 

system, and the organization’s 
internal network.

Micro-VMs isolate unknown incoming content from the host while letting users 
click with confidence.
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System Processes

Kernel

Micro-VM

CPU

Task Within an Application

Each micro-VM contains the 
entire operating system stack, 
including the Windows Kernel.

Application isolation shifts the 
attack surface from the massive 
OS and application footprint, 
down to the hypervisor and CPU.
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Virtualization-Based Security Saves Millions
According to Cybersecurity Ventures report, global ransomware damage costs 
are predicted to exceed $11.5 billion annually by 2019—up from $325 million in 
2015.11 Application isolation closes the 1 percent gap by stopping zero-day attacks 
and unknown targeted malware—even threats created using nation-state tools—
dramatically reducing the risk of security breaches for enterprises and government 
agencies. Organizations that add application isolation to backstop their traditional 
layered defenses no longer need to worry about the costly impact of ransomware. 
Bromium’s virtualization-based security remediates any threats simply by closing 
the malicious application, document, or browser tab. Doing so automatically 
terminating the micro-VM and any malware it contained. Since there is no breach, 
there is no need for remediation or reimaging of infected PCs. 

Another cost-saving benefit of the virtualization approach to security is that events 
generated for isolated threats are highly likely to be true positive alerts, thus 
significantly reducing the costs for triage and investigation of false positives. A 
recent Vanson Bourne research12 reveals that conventional detection tools, such as 
threat and intrusion detection systems, anti-virus software, firewalls, etc. unleash 
thousands of alerts per day, but up to 70 percent of all these alerts are false positives. 
Even more importantly, the extremely rare “false negatives” (missed detections) 
are still protected by Bromium isolation, providing the ultimate backstop to 
devastating breaches.

It can be extremely time consuming to for the SOC team to try to understand the 
nature of each attack, determine how the hacker gained entry, what actions they 
took, and how much damage has been done. With thousands of alerts to triage every 
single day, security teams spend hundreds of thousands of hours per year on this 
task alone, over-stretching limited resources and keeping the SOC team buried in 
security alerts. Add to it the cost of overtime, paying for third-party investigative and 
remediation services, the additional expense required for rebuilding of compromised 
devices and applying emergency patches, and the cost of labor for managing alerts 
and remediating attacks can exceed $16 million per year. 

Tools and licenses:  Labor:

Advanced threat detection tools - $159K  Emergency patching - $30K

Detonation environments - $112K  Rebuilding devices - $96K

Anti-virus - $44K  Triaging threats - $16M

Whitelisting/blacklisting systems – 30K

Total: $16.7 million per year

Bromium’s virtualization-based 
security remediates any threats 
simply by closing the malicious 

application, document, or 
browser tab—automatically 

terminating the micro-VM and 
any malware it contains.
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Conclusion
Organizations of all types and sizes are increasingly moving away from anti-virus 
because it is simply not sufficient for protection at enterprise scale. Application 
isolation protects assets and networks from the final 1 percent of malware that 
continues to slip through layered defenses, costing businesses and governments 
millions. Organizations that are required to have anti-virus to meet specific 
compliance regulations can cost-effectively couple application isolation with a free 
AV solution that is already bundled with existing licensed software.

Benefits of application isolation and control: 

• Businesses can dramatically reduce the cost of cybersecurity, while ensuring 
that systems and data are fully protected

• False-positive detections no longer require the expenditure of scarce 
resources to track down 

• False negatives (missed detections) don’t result in costly breaches because 
threats are isolated 

• Endpoint remediation and reimaging due to malware infections become 
practically non-existent 

• Security patching for applications and operating systems can be planned, 
eliminating costly crisis patching
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Protect Before You Detect with Bromium Secure Platform 
Bromium uses virtualization-based security to protect your brand, data and people. We convert 
an enterprise’s largest liability—endpoints and servers—into its best defense. By leveraging our 
patented hardware-enforced containerization to deliver application isolation and control, we 
stop malware in its tracks. 

Unlike traditional security technologies, Bromium automatically isolates threats and adapts 
to new attacks using behavioral analysis and instantly shares threat intelligence to eliminate 
the impact of malware. Bromium offers defense-grade security—or scalable pinpoint 
implementation targeting your most severe threat vectors—and counts a rapidly growing 
set of Fortune 500 companies and government agencies with the most demanding security 
requirements as customers. 

Contact Bromium for more information about how application isolation and control can help 
you protect before you detect using virtualization, and turn around your approach to security.
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