
SOLUTION BRIEF

SECURE WORKERS ON 
UNPROTECTED NETWORKS

• Enable remote and traveling employees to safely access 
unprotected networks

• Free your IT teams by reducing the need for security 
enforcement and monitoring 

• Improve productivity by lifting the burdensome, always-on 
VPN requirement

The perils of public networks
Today’s workers are mobile and always connected, which 
means that they frequently need to access email and websites 
using unsecured public networks. Even captive portals—
the seemingly secure connection gateways maintained 
by hotels or business centers—commonly lack enterprise 
security controls. 

Many network administrators require their users to connect to 
a VPN when working away from the office. This offers VPN-
connected devices the protection of the enterprise security 
stack, but provides no shield against sophisticated malware 
that’s designed to evade enterprise defenses.

Users can be vulnerable before they 
connect to a VPN:

• Portal can be an imposter with malicious intent

• Legitimate portal owner can intercept or alter your data 
(MITM, MITB, etc.)

• Portal owner can force you to download/run/view/agree 
to terms as a condition of providing access

• Portal can force you to accept tracking cookies

• Portal can disable HTTPS

• Portal may be using unknown site encryption standards 

Users can be vulnerable even when they are  
on a VPN

• Browser exploits

• Fileless malware

• Drive-by downloads

• Fake updates (Reader, Flash, Java, etc.)

• Bad DNS/URL redirects

In reality, a VPN provides little protection from malware, 
and it can create a false sense of security for both users 
and administrators.

"Any computer Bromium is installed on, 
I do not worry about; I know the PC is 
protected. Took me awhile to say that 

and trust Bromium, but it works!"

Source: TechValidate. TVID: C51-A82-714



SOLUTION BRIEF

Copyright ©2018 Bromium, Inc. All rights reserved.  04122018

Bromium, Inc.
20883 Stevens Creek Blvd.
Suite 100
Cupertino, CA 95014
+1 408 213 5668

Bromium UK Ltd.
2nd Floor, Lockton House
Clarendon Road
Cambridge CB2 8FH
+44 1223 314914

For more information
visit Bromium.com or write to 
info@bromium.com.

Bromium’s application isolation secures employees who 
connect via unprotected networks
Using virtualization-based security, captive portals open in an isolated micro-VM in 
Bromium Secure Browser, protecting the PC from malicious websites and dubious 
captive portal operators. Using hardware-enforced isolation, each browser tab runs in 
its own secure micro-virtual machine. 

Known and unknown threats delivered via browsers are completely isolated from 
the host—and from all other browser tabs to prevent cross-contamination—so that 
the threat physically has no place to go. When the browser tab is closed, the threat 
is terminated along with the micro-VM. The full malware kill chain is sent to the 
Bromium Controller and shared with all other Bromium devices on your network, 
further hardening the infrastructure and reducing the overall attack surface.

Application isolation: protect before you detect

PROTECT FILES DOWNLOADED 

WHILE USING GUEST NETWORKS

Open any content downloaded 
from websites accessed on guest 
networks and captive portals—
including Office files, PDFs, script 
files, images, zip archives, and rich 
media content. 

STREAMLINE IT SECURITY  

AND REDUCE COSTS

Drastically reduce triage time 
and stop wasting resources on 
false positives with Bromium’s 
high-fidelity alerts. Eliminate 
reimaging, rebuilds, and 
emergency patching.

ACHIEVE LASTING PROTECTION WITH 

HARDWARE–ENFORCED SECURITY

Only Bromium uses virtualization-based 
security to deliver hardware-enforced 
application isolation. Protect against 
unknown threats and polymorphic 
malware that easily slip past even the 
most advanced detection tools.

SHARE REAL–TIME THREAT 

INTELLIGENCE

Adaptive intelligence identifies 
and stops evasive attacks, shares 
real-time threat data across your 
network, and delivers full kill-
chain analysis to your SOC.

Captive portals do not 
provide any credible 

form of authentication 
to wireless network users, 
so attackers can create 
exact copies of genuine 

captive portals.1
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54% of  
US workers believe  

they can trust open Wi-Fi 
networks and 40% who 

have VPN software 
installed say they rarely 

or never use it.2         


