
SOLUTION BRIEF

DEFENSE-GRADE 
SECURITY: WHEN FAILURE 

IS NOT AN OPTION

• Fully protect all user attack vectors, for government agencies 
and others who demand perfect endpoint security

• Remove responsibility from users to know what’s safe to click

• Harden your entire infrastructure with breachless threat feeds 

When a single breach is one too many
For many organizations, IT security is just a cost of doing 
business. Not you. For you, information security is your 
mission, and failure to secure your critical systems and 
networks is simply unacceptable. Attacks will never stop.

Defensive perimeter is shrinking
Today’s once-reliable security perimeter has now shrunk down 
to the application and web browser level. Unknown, risky 
inbound content from external sources—primarily web, email, 
and USB media—comprises a significant fraction of a user’s 
daily workflow and collaboration activities. 

Detection will never reach 100%
No matter how many defensive layers you add or new 
detection technologies you employ—artificial intelligence, 
machine learning, or predictive analytics—detection will never 
reach 100% effectiveness, especially for advanced threats from 
adversaries using nation-state malware techniques. 

When a single breach is one too many, your applications 
are your last line of defense against malware. That’s why 
governments, non-governmental organizations, militaries, 

defense contractors, global financial services firms, and others 
who demand “perfect security” turn to Bromium to protect 
their infrastructure and intellectual property from attack.

New approach to security
Bromium is the pioneer and innovator, steadily driving the 
industry toward virtualization-based security. Instead of relying 
on fallible detection, Bromium employs hardware-enforced 
application isolation, control, and containment within single-
use, disposable micro-virtual machines (micro-VMs) to facilitate 
user productivity while preventing malware from executing on 
the host PC or spreading laterally onto the internal network.

Bromium delivers defense-grade security, including: 

1. Malicious email attachment protection

2. Malicious phishing link protection

3. Malicious web download protection

4. Identity protection

5. Safe access on unprotected networks

6. Uncategorized website protection

7. USB portable media file protection 
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Bromium application isolation stops threats 
across all major end-user attack vectors 
Using virtualization-based security, Bromium opens each 
user process from an external source—potentially harboring 
known or unknown threats delivered via browsers, email, 
or malicious file downloads—in an individual, disposable, 
hardware-isolated, secure micro-VM container specific to 
that single process. 

Web browser tabs, email attachments, and downloaded files 
are completely isolated from the host—and from all other tabs 
and applications—to prevent cross-contamination. If present, 
threats physically have no place to go. When the browser tab, 
email attachment, or downloaded file is closed, the threat 
is terminated along with the micro-VM. The full malware kill 
chain is sent to the Bromium Controller and shared with all 
other Bromium devices on your network, further hardening 
the infrastructure and reducing the overall attack surface.

Stop attacks targeting end user applications
Application isolation contains and controls threats, freeing 
users to focus on innovation and work rather than identifying 
potential attacks. Bromium isolates user tasks in the most 
common applications:

• Microsoft Word, Excel, and PowerPoint

• Adobe PDF, Windows Media Player, Notepad, WordPad

• Internet Explorer, Chrome, Firefox browsers

• Archive files, script files, batch files, and more

• Executable files

Defense-grade security can also extend to your mission-critical 
proprietary and legacy applications via Bromium Secure App 
Extensions in conjunction with Bromium Professional Services.

Ingress applications
Where Bromium does not isolate a given application, it will still 
isolate the files that arrive through that application, including:

• Outlook and other Client Email, plus Webmail

• Microsoft Edge browser

• Skype, Skype for Business, other chat clients

• Third-party applications 

“With Bromium, I don’t have to worry about 
employees infecting the network with malware.” 

CISO, Medium Enterprise Banking Company (TVID)

Fully protect all user attack vectors with application isolation

EMAIL ATTACHMENTS
• Ransomware
• Macro-enabled trojans
• Fileless malware
• Malicious links

PHISHING LINKS 
• Malicious links in email 

body and attachments
•  Browser exploits
•  Fake Flash/Java updates 
•  Drive-by downloads  
•  Watering-hole attacks 
• Malvertising
•  Links in chat programs

DOWNLOADS AND 
EXECUTABLES 

• Deliberate downloads
• Fake executable updates
• Links to documents
• Bad DNS / URL redirects
• Bogus drivers and utilities
• Watering-hole attacks

UNPROTECTED 
NETWORKS 

• Browser exploits 
• Fileless malware 
• Drive-by downloads 
• Fake updates (Reader, 

Flash, Java, etc.) 
• Bad DNS/URL redirects 

UNCATEGORIZED WEBSITES
• Browser exploits
• Fileless malware
• Encrypted downloads 

evading detection

USB MEDIA CONTENT
• Office productivity files
• Multimedia files
• Executable files
• Document links
• Web bookmarks

IDENTITY PROTECTION
• Credential phishing
• Local and domain 

credential extraction
• Unauthorized credential  

reuse

ZERO  

MICRO-VM BREACHES
(as reported by customers)


