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Introduction

For enterprises the #1 reason to upgrade to Windows 10 is 
improved security, but the critical enhancements that rely on 
hardware protection will be difficult to adopt until you buy 
new PCs.  Bromium, a Microsoft partner, delivers hardware-
enforced security to today’s deployed Windows endpoints. More 
importantly, Bromium enables IT organizations to easily upgrade 
existing PCs to Windows 10 with hardware-enforced security that 
extends the in-box security of Windows 10, without a hardware 
refresh, accelerating Windows 10 rollouts. 

Windows 10 Security
Windows 10 Enterprise promises many security enhancements over Windows 
7 and 8, and introduces a family of hardware-assisted security technologies in 
Device Guard (DG). DG helps to ensure a secure boot, whitelists kernel code and 
offers credential protection and biometric authentication. The most important 

“Bromium, a Microsoft partner, 
delivers hardware-enforced 
security to today’s deployed 
Windows endpoints. More 
importantly, Bromium enables  
IT organizations to easily upgrade 
existing PCs to Windows 10 with 
hardware-enforced security  
that extends the in-box security  
of Windows 10, without a 
hardware refresh, accelerating 
Windows 10 rollouts.”

Figure 1: Windows 10 Device Guard

http://www.infoworld.com/article/3044089/security/the-best-new-security-features-of-windows-10.html
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feature is virtualization-based security (VBS) which uses Hyper-V, enhanced with 
elements of micro-virtualization, to help protect the operating system using 
hardware virtualization. The Bromium / Microsoft partnership aims to accelerate 
the roadmap for VBS. 

VBS uses endpoint CPU virtualization to isolate and protect two critical  
Windows services:

• The Windows Code Integrity service (WCIS) protects the kernel from certain 
types of changes by malware, and complements User Mode Code Integrity 
(UMCI) that enforces application whitelisting.   

• Credential Guard (CG) isolates secrets such as the NTLM hash so that only 
privileged system software can access them. 

Figure 2: Microsoft’s virtualization-based security

VBS protects WCIS and credentials in a special purpose VM that executes outside 
Windows. If the OS is compromised an attacker can only disable WCIS or steal 
credentials for a “pass-the-hash” attack if he also compromises Hyper-V. This is 
difficult because the hypervisor has a narrow attack surface. Since pass-the-hash 
is a favorite of attackers digging deeper into an organization, VBS promises to 
both improve device security and raise the bar for attackers seeking to further 
breach the network.

“VBS uses endpoint CPU 
virtualization to isolate and 
protect two critical Windows 
services: Windows Code Integrity 
service which protects the kernel 
from certain types of changes by 
malware, and Credential Guard 
which  isolates secrets so that 
only privileged system software 
can access them.”

https://technet.microsoft.com/en-us/itpro/windows/whats-new/device-guard-overview
http://www.sciencedirect.com/science/article/pii/B9780128027318000059
https://blogbromium.files.wordpress.com/2016/05/wp-bromium-microsoft-partnership-us-en.pdf
https://en.wikipedia.org/wiki/Pass_the_hash
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Adopting Windows 10 VBS:  
Upgrade or Buy New PCs?
As you plan your Windows 10 upgrade, you need to decide whether to upgrade 
existing PCs or buy new devices. Although it may seem obvious to simply upgrade 
existing PCs, this places VBS beyond the reach of most desktop engineering teams.  

Sadly, this is not because your hardware is inadequate: Although features in 
Device Guard have different hardware dependencies, most enterprise PCs in use 
today can support VBS with Credential Guard and WCIS. The requirements are:

• Hardware virtualization (Intel VT-x; AMDV) with Second Level Address Translation 
(SLAT)—an Intel Core i3-i7 CPU or AMD equivalent

• Support for UEFI version 2.6.1 or higher with Secure Boot (UEFI is the Unified 
Extensible Firmware Interface replacement for BIOS)

But even though almost all enterprise PCs can support VBS, most organizations 
will find it difficult to adopt because VBS requires UEFI Secure Boot. UEFI Secure 
Boot is critically important to help protect CG and WCIS from rootkit and bootkit 
attacks which could otherwise easily compromise VBS, steal credentials and 
disable user- and kernel-mode protection. Today almost all enterprise PCs boot 
to Windows 7 using BIOS and a Master Boot Record (MBR) format hard disk that  
is incompatible with UEFI. 

There are two ways to upgrade an existing device to Windows 10: 

1. Upgrade in place without changing from BIOS to UEFI. This is easy to 
automate, can be done remotely and only requires a single reboot. It has 
negligible user impact but it puts Credential Guard and WCIS out of reach.

2. Configure your devices to use UEFI Secure Boot before the upgrade as follows:

 a. Backup all user files, personalization and user-specific applications  
 and settings

 b. Manually configure the device firmware to require

 i. UEFI Secure Boot

 ii. Secure firmware updates

 iii. Signed micro-code updates

 iv. Firmware lock

  Some PC OEMs offer scripts / utilities that may help.

“As you plan your Windows 10 
upgrade, you need to decide 
whether to upgrade existing PCs 
or buy new devices. Although 
it may seem obvious to simply 
upgrade existing PCs, this places 
VBS beyond the reach of most 
desktop engineering teams.”

https://technet.microsoft.com/en-us/itpro/windows/keep-secure/device-guard-deployment-guide
http://www.uefi.org
https://en.wikipedia.org/wiki/BIOS


5SECURING THE PATH TO WINDOWS 10 

White Paper

 c. Convert the disk from Master Boot Record (MBR) to the UEFI-mandated  
 GUID Partition Table (GPT) format. The Microsoft Disk Manager in the  
 Computer Management tool can help with disk conversions if the layout  
 is simple, otherwise you need to re-image

 d. Install Windows 10 and enterprise applications

 e. Configure VBS, either locally or via a GPO

 f. Restore user files, applications and settings

Needless to say, few IT organizations can undertake a task of this complexity.   

So, while you can easily upgrade in place (via BIOS) from Windows 7/8 to 10, you 
probably cannot benefit from its most important security enhancement—VBS. 
Adopting Credential Guard and WCIS is likely only realistic after a hardware refresh. 

Seen through the lens of desktop operations, a Windows 10 upgrade may 
therefore seem less attractive. The primary benefit of Windows 10 is security, 
but few organizations can contemplate the complex and labor-intensive task of 
upgrading existing PCs or shoulder the cost of a hardware refresh just to protect 
credentials and benefit from kernel whitelisting. Unfortunately this means that 
adoption of Windows 10 may be stalled pending a hardware refresh with OEM 
configurations for Secure Boot and Windows 10 with VBS. 

There’s a Simple, Secure Path  
to Windows 10
Bromium Advanced Endpoint Security (BAES) delivers the benefits of virtualization-
based security to Windows 7, 8 and 10 endpoints today, and is fully compatible 
with Windows 10 on both BIOS and UEFI based systems. BAES is licensed on a 
per-endpoint basis, and delivers the industry’s most resilient protection, detection 
and response capabilities. You can upgrade existing Windows 7/8 endpoints to 
Windows 10 in place, re-format disks to adopt UEFI with Secure Boot and VBS, or 
add BAES to pre-configured Windows 10 devices as you refresh your endpoints. 
Bromium adds complementary hardware-backed protection to the in-box security 
of Windows 10, and only requires the PC hardware to support virtualization.  

“The primary benefit of Windows 10 
is security, but few organizations 
can contemplate the complex and 
labor-intensive task of upgrading 
existing PCs or shoulder the cost of 
a hardware refresh just to protect 
credentials and benefit from 
kernel whitelisting. Unfortunately 
this means that adoption of 
Windows 10 may be stalled 
pending a hardware refresh with 
OEM configurations for Secure 
Boot and Windows 10 with VBS.”

Note: Bromium Advanced 
Endpoint Security does not ship 
with Microsoft Windows 10.
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Bromium Advanced Endpoint Security seamlessly and automatically hardware 
isolates vectors of attack, so the user can “click on anything” without risk of 
compromise. BAES: 

• Hardware isolates and blocks all untrusted tasks in micro-VMs, including  
the Web, files accessed via USB, downloads, attachments, documents,  
media and executables.

• Protects the desktop OS and high-value enterprise files, networks, shares,  
sites and credentials by blocking any access from an untrusted context.

• Prevents attackers from breaching the enterprise network.

• Enables the endpoint to self-remediate, eliminating malware persistence. 

• Provides live attack visualization and analysis to help security teams respond 
rapidly to targeted, zero-day attacks. 

• Generates real-time threat data that can be shared with leading security 
management tools.

Bromium Advanced Endpoint Security integrates three key solution components:

• Bromium Endpoint Protection: uses endpoint CPU micro-virtualization to 
hardware isolate each untrusted website, document or executable to defeat 
attacks from the Web, email, social media and USB. Endpoints are secure even 
on untrusted networks, and automatically self-remediate when attacked.

Figure 3: Bromium Endpoint Protection

“Bromium Advanced Endpoint 
Security seamlessly and 
automatically hardware isolates 
vectors of attack, so the user  
can “click on anything” without 
risk of compromise.”

We have a 
prevent approach 
to breaches, not 
detect and react.

We protect across
all major threat 
vectors, attack 

types and users.

We use 
CPU-enforced
isolation, not a 

porous sandbox.
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• Bromium Endpoint Monitoring: delivers real-time alerts with comprehensive 
forensic intelligence for each attack and enables enterprises to quickly detect 
and contain an attempted breach in progress. Bromium continually monitors 
and verifies the security of the underlying operating system and its trusted 
applications and files, ensuring that any attack from malware moving laterally 
onto the host OS is detected. 

• Bromium Threat Analysis: leverages real-time events from all enterprise 
endpoints, together with intelligence from a Bromium-operated threat cloud, 
to deliver unparalleled real-time forensic detail for each attack, with low 
false positives. Bromium delivers a continuous feed of “known-bad” and new 
Bromium-detected IOCs to all endpoints to enhance their ability to detect 
malicious activity. Bromium-protected endpoints collaborate to help to protect 
the entire enterprise estate. 

Figure 4: Bromium Threat Analysis provides complete forensic detail
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Summary
Windows 10 offers powerful new features that enhance endpoint resilience 
using Device Guard and VBS. Upgrading in-place Windows endpoints to use  
VBS will be challenging for most organizations due to its requirement for a  
UEFI Secure Boot. Bromium delivers the benefits of virtualization-based 
security to all Windows endpoints, and on Windows 10 secures the endpoint 
whether it uses BIOS or UEFI boot.

Bromium Advanced Endpoint Security is complementary to Windows 10  
VBS and eliminates external vectors of attack. Combined, the solutions make 
Windows endpoints massively secure. BAES also delivers powerful real-time 
insights into the nature of each attack, without false alerts and enables 
an attacked endpoint to self-remediate. Finally, BAES offers tamper-proof 
continuous monitoring for each endpoint to help enterprises quickly detect 
and respond to laterally moving threats.

Figure 12: The world’s most secure endpoint—Bromium and Microsoft

For more information
To learn more about Bromium Advanced Endpoint Security, visit  
www.bromium.com.

To learn more about Microsoft Windows 10, visit www.microsoft.com/en-us/
windows/features 

“Windows 10 offers powerful 
new features that enhance 
endpoint resilience. However, 
upgrading in-place Windows 
endpoints will be challenging for 
most organizations. Bromium 
Advanced Endpoint Security is 
complementary to Windows 
10 and eliminates external 
vectors of attack. Combined, 
the solutions make Windows 
endpoints massively secure.”

http://www.bromium.com
http://www.microsoft.com/en-us/windows/features
http://www.microsoft.com/en-us/windows/features
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ABOUT BROMIUM

Bromium has pioneered the next generation of endpoint protection that 
eliminates breaches. Just as virtualization transformed IT, Bromium is 
transforming security with its unique micro-virtualization technology. Bromium 
provides the world’s most advanced endpoint security, even against the most 
sophisticated zero-day malware. Unlike traditional security technologies, such 
as antivirus or virtual containers, which rely on ineffective detection techniques, 
Bromium’s solution automatically isolates each user-task in a lightweight, 
CPU-enforced micro-VM. This enables users to click on anything without risk of 
compromise, protecting the enterprise. Bromium’s technological innovations 
have earned the company numerous industry awards. Bromium counts a rapidly 
growing set of Fortune 500 companies and government agencies as customers. 
Visit us at www.bromium.com.


