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The Problem
Enterprises need to protect their assets, their infrastructure, their user devices, 
their servers and their intellectual property from external attacks and insider 
abuse. They must also prevent busy, fallible users from causing harm to 
themselves. Despite eternal vigilance and continuous training, everyday users 
continue to be their own worst enemies, their organization’s biggest risk, and the 
most prevalent source of confirmed data breaches. 

At the same time, users must be allowed to do their jobs effectively, without 
suffering from diminished workflow efficiency imposed upon them by overly 
restrictive security controls. No one-size-fits-all plan will applicably cover all users 
and devices, so having the right tools that allow you to establish the effective 
balance point between security and productivity for each user’s role and each 
device’s purpose is the key. This underpins Bromium’s security approach.

Maximizing Enterprise 
Security and User 
Productivity through 
Effective Device and 
Policy Management 
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85% of IT device management 
activities will be automated 
by 2021, up from less than 5% 
that are automated today     

– Gartner

Only 18% of systems in Education 
are patched in a timely manner, 
while Finance and the Public 
Sector only reach 33%, with patch 
cycles averaging every 12 weeks                     

– Verizon

System glitches and 
misconfigurations account for  
27% of data breaches worldwide              

– Ponemon Institute
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Security Automation to the Rescue
With thousands—perhaps tens of thousands—of users and devices to manage 
within the typical large business or government enterprise, bulletproof 
automation is essential to ensure effective and consistent security controls. 
Administrators must have the right tools to enable them to deploy security 
solutions broadly across the enterprise, plus the visibility needed to ensure 
continuous operation.

According to Gartner, 85% of IT device management activities will be automated 
by 2021, increasing from the less than 5% of those activities that are automated 
today. Bromium is well ahead of the industry curve in this regard, easing the 
transition to full automation.

The Bromium Secure Platform enables automated software distribution 
and configuration management of the Bromium unified agent, which performs 
both isolation and monitoring functions on Bromium-protected servers and 
endpoints. Automation ensures that:

1. Bromium agents are installed and running properly
2. All licensed agents are fully deployed and operational
3. Agent versions are correct and up-to-date on all devices

Device Management
Bromium device management provides administrators a real-time, 
comprehensive window into their enterprise security readiness, including device 
status and aggregate web and document protection statistics. Devices requiring 
attention link directly to knowledge base articles that aid administrators in swift 
problem resolution, including powerful remote commanding or application of a 
remediating policy.
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Device Health and Status

Bromium security requires the Bromium unified agent—complete with 
isolation and monitoring capabilities—be installed and running on each 
protected endpoint. Bromium device management shows at-a-glance health 
of each endpoint based on the status of its agent, with drill-downs that allow 
administrators to zero-in on trouble spots.

Devices and Groups

Security management with Bromium revolves around the concept of device 
groups. Individual devices are placed into device groups, and then policies 
are applied to those groups for consistent enforcement of enterprise security 
objectives. Devices can be members of one or more groups, and multiple policies 
can be applied to each group.

Numerous options exist for managing device group membership, including 
manual selection, creating dynamic groups that change automatically based 
on rules or conditions, and basing membership on Active Directory—including 
Kerberos and encrypted TLS communications options—to include or exclude 
group members. 
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Summarizing Bromium device 
and policy management

Automated Software Distribution
• Agent Installation
• Operational Status
• Version Control

Device Management
• Health and Status
• Devices and Groups
• Dynamic Groups

Policy Management
• Policy Layering
• Policy Modeling
• Base and Delta Policies

Additional Controls
• Role-Based Access Controls
• Remote Agent Commanding
• Remote Quarantine
• XML Configuration Files
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Policy Management
Flexible policy management makes up the core of a strong security practice, 
providing the tools needed to balance enterprise security concerns with 
effective user access based on the needs of their unique roles. Bromium policy 
management provides limitless configuration options to be as permissive or 
restrictive as needed to match the legitimate business demands of each user  
and device.

Policy Layering and Modeling

Administrators can easily tailor security policies to the unique needs of specific 
users, groups, and departments by creating policy layers. Layers typically start 
with one or more base policies, followed by any number of delta policies that 
supersede the base settings for specific subgroups. Policies apply to any device 
that is a member of a device group for which that policy is active. Admins can 
quickly change policy precedence using intuitive drag-and-drop management, 
and can easily model and test policies in combination prior to activation.

Additional Controls
Bromium device and policy management also includes powerful role-based 
access controls, user and group management, remote commanding of the 
Bromium agent, plus remote quarantine and log file collection. In addition, 
XLM-based configuration files allow administrators to examine, standardize, 
and change configurations of Bromium-protected devices through automated 
mechanisms.

Let Bromium jump start your security automation today. 

Key benefits of Bromium

SUSTAINED PROTECTION
Patented hardware-enforced 
isolation stops malware spreading

Disposable computing means no 
remediation is needed

Zero dwell time prevents impact to 
operations

ADAPTIVE INTELLIGENCE
Indicator-of-compromise (IOC) 
hunting takes place via a distributed 
sensor network

Behavioral analysis is built into each 
sensor for faster detection

Detailed forensics tracing offers full 
attack visibility

REDUCED COST
High fidelity alerts result in less time 
and fewer resources required to deal 
with potential threats

Crisis patching is a thing of the past

You bear no infrastructure costs 


