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SAFELY VISIT 
UNCATEGORIZED 

WEBSITES

• Give end users full access to the web, with no risk of a breach

• Protect your assets from malware that lurks in websites that 
escape categorization

• Free your IT security administrators from tedious manual site 
exception reviews

Website categorization is no match for malware
Website categorization has been around since the early days 
of the public Internet. It’s proven to be a successful method for 
blocking users from accessing undesirable content based on 
subject matter, such as adult entertainment, gambling, drugs, 
and firearms sites. But website categorization has fallen far 
short in preventing security breaches. More than two-thirds 
of all websites are now encrypted, but malware often hides 
within encrypted data streams using SSL/TLS to obscure its 
traces from web proxies and detection-based security tools.

Web category assigments are often incorrect, incomplete, 
or obsolete, rendering them ineffective as a security tool. 
Malevolent site owners can easily circumvent security tactics 
by frequently changing the site content. Other ways for 
websites to escape categorization include:

• Rapid auto-proliferation of new sites using algorithms

• Fast-flux DNS changes, site redirects, etc.

• Insufficient site reputation or history ratings

• Too little site content for auto-categorization

• File downloads obscured by SSL/TLS encryption

• Paywalls or login prompts that prevent access

• Sites with no inbound links that require direct URL access

• Dark-web sites tuned to avoid web-crawling  
spiders or bots

• Excessive site categorization backlog from 
manual site reviewers

Blocking all uncategorized browsing offers protection for your 
network, but it severely hinders employee productivity and 
frustrates users. Manual exception management is inefficient 
and error-prone, offering no guarantees against increasingly 
sophisticated malware attacks. 

A federal government [agency] purchased 
Bromium because of uncategorized websites.
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Bromium’s application isolation protects against threats from 
uncategorized websites

Using virtualization-based security, Bromium opens each website in an individual, isolated 
secure browser tab. Similarly, file downloads from uncategorized websites open in a secure 
application container. Using hardware-enforce isolation, each browser tab and document runs 
in its own secure micro-virtual machine.

Known and unknown threats delivered via browsers and malicious file downloads are isolated in 
unique, secure containers. The browser tabs and downloaded files are completely isolated from 
the host—and from all other tabs and applications—to prevent cross-contamination. If present, 
threats physically have no place to go. When the browser tab or downloaded file is closed, the 
threat is terminated along with the micro-VM. The full malware kill chain is sent to the Bromium 
Controller and shared with all other Bromium devices on your network, further hardening the 
infrastructure and reducing the overall attack surface.

Application isolation: protect before you detect

SAFELY VISIT UNCATEGORIZED 

WEBSITES 

Safely visit any URL, including 
uncategorized websites, without 
IT involvement. Download and 
open content from uncategorized 
websites, including all common 
Office files, PDFs, script files and 
rich media content. 

STREAMLINE IT SECURITY 

 AND REDUCE COSTS

Drastically reduce triage time and stop 
wasting resources on false positives 
with Bromium’s high-fidelity alerts. 
Eliminate reimaging, rebuilds, and 
emergency patching.

ACHIEVE LASTING PROTECTION WITH 

HARDWARE–ENFORCED SECURITY

Only Bromium uses virtualization-based 
security to deliver hardware-enforced 
application isolation. Protect against 
unknown threats and polymorphic 
malware that easily slip past even the 
most advanced detection tools.

SHARE REAL–TIME THREAT 

INTELLIGENCE

Adaptive intelligence identifies 
and stops evasive attacks, shares 
real-time threat data across your 
network, and delivers full kill-chain 
analysis to your SOC.

Malnet operators love to 
generate large numbers 
of evil domains. These 

transient sites are a 
critical component of 
mass attack support 

infrastructures.1
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On average, 
approximately 1.4 million 

new, unique phishing 
sites are created each 

month, with the majority 
being online and active 
for only 4 to 8 hours.2
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